
AMEXICAN LIBRARY ASSOCIATION 
CODE OF ETHTCS 

As m k s  of the American t ~ k a r y  Association, we recognize the Lnportance of  codifying a ~ d  rnaldng 
h w n  lo the profession and to tbe general public the ethical principles that guide the work of jibrians, 
other p r o f a s i d s  providing information senice, l i i  tnrsies and hirary &I%. 

.Ethical dil- occra when v a k  are in caofict l h  American L1hm-y Association Code of Ethics 
states the whes to which we are uwnnitted, and embwiies the ethical responsibilities of the profession m 
this cbanging information enviroamwt. 

We significantly influence or wntrd the ekctio% organization, presava tion, and dissemination of 
information. In a political system gr& m an i n f d  citizenry we are rnemks of a profession 
expljcitty committed to intdlectual fieidan and the freedom of access to information We have a specia1 
obligation to m e  the 6ee flow of h f i i i i o n  and ideas to present and future generations. 

The principles of this Code are exbgsed in broad statements to guide eibical decision making. These 
statements provide a fiamewwk; t h q  cannot and do not dictate conduct to cover particular situations. 

I. We provide the highcs! level of service to all library users hough appropriate and uscfi~lly 
organized resources; equitable scrvicc policies; equitable access; and accurate, unbiased, and 

\ 
coluteous responsa to all requais. 

111. We pot& each library user's righi to privacy and COnfidentiabty 4th rspect to informalion 
sought or received and resourccs &lted, borrow4 acquired or transmitted 

IV. We recognize and respect intellectual property rights. 

V. We ireat c+w&kers and other colleagues with respect, fairness and good faith, and advocate 
d t k m s  of employment that safeguard th rjgbis and welfare of all employees of our 
institutim. 

W. We do not advance private interests at the expense of library usefs. colleagues, or our employing . . .  _-._-- -.. 

Vil W e  distinguish between our pascloal con*ns and professional duties and do nd albw our 
persbnal beliefs to interhe with fair regresentation of the a h  of ow institutions oi the provision 
of access to thb inforrnatiom resources. 

Wl. W e  strive for excel1ence in the profession by maintaining and enhancing our own lolowledge and 
skills, by enwuraging tbe professional development of co-workers, and by fostering the 
aspirations of potential members of tbe professim. 

Adopted by the ALA Council 
June 28, 1995 



San Francisco Public Library 

San Francisco Public Ubrary Privacy Policy 

S M  Procedures: 

1. Requests made to staff by  law enforcement for Library records ore fo 
be immediately referred to me Office of the City Ubrartan. 

2. Staff will post signs in any library faciiZty using RFtD inforrnlng the public 
mcrt RFID technology ts in use and fhe types of usoge. The sign will 
include a statement of protection of privacy and will explain how RFID 
works In the Hbrary, as well as the potential privacy rlsks related to RFID 
use In the library. 

3. Future View Your Record features wlll be Implemented only if those 
features comply wi3-1 cunent user controls (no adminishatlve access 
and user option to select and delete infomation). 

4. Requests made to staff by representatives of the federal government 
under the USA PATRIOT Act are to be irnrnedlately referred to the 
Office of the Clfy Librarian, who will refer the request to the Boord of 
Supervlsofs. 



'7 Position Statement on the Confidentiality of Library 
A' 

Records 

The mrnbers of Lbe American Library Association,* recognizing the right to privacy of 
library users, believe that records beld in libraries which conoecl s p e a k  individuals with 
specific resources, programs or services, are confidential and wt to be used for parposes 
other than routine record keeping: i,e., to maintain aocess to m a s ,  to assure that 
resonrces are available to users who nsed tkm, to arrange fxilities, to provide ~~ 
for the comfort and safety of patrons, or to accornpiisb the pmpsts of the program cw 
service. The library c o m n i t y  recognizes that children and youth have the same rjghts 
to prjvacy as adults. 

LMes whose record keeping systems reveal the names of users would be in vioIation 
of the ~onfidentialil~~of library record laws adopted in many states. School library media 
specialjsts are advised to seek LIx advice ofcouns4 if in doubt abut  whether tbeir record 
keeping systems violate the speczc laws in their states. Efforts must be made within the 
reasonable constraints of budgets aod xhool management procedures to eliminate such 
records a5 soon as reasonably possible. . 

With or wihout specific legislation, school library media specialists arc urged to respect 
the rights of children and youth by adhering to h e  tenets expressed in the M d e n t i a l i l y  

1 of bbrary Records Interpretation of the Library Bill of Rights and the ALA Code of 
n) mcs- 

/ 

*ALA Policy 52.4 (see below), 54.16 

ALA Policy 52.4 Confidentiality of Library Records 

The ethical rcsponsibi!ilies of librarians, as well as statues in most states and the Dislrict 
of Columbia, protect the privacy of library users. Confidentiality extends to "information 
sought -or received, and materials consulted, borrowed, acqukd," and bd udes database 
search recorcts, interlibrary loan records, and other personally ideatiliable uses of library 

. materials, facilities, or services. 

The American Library Association recognizes that Iaw enforcement agencies ~DCI oficers 
may occasionally beljeve that library records contain information which may be belpful 
to the investigation of criminal activity- if there is a reasonable basis to believe such 
records are necessary to the p r o w  of aa investigation or prosecution, the America 
judicial system provides mechanism for seeking release of snch confidential records: the 
issuance of a court order, following a showing of g o d  cause based on specific facts, by a 
court of competent jurisdiction. 

The American Library Associalion strongly recommends that the responsible officers in 
each tibrary, cooperative system, and consortium in he U n i t d  States: 



1. Formally adopt a p~licy which q~~5fically recognizes its circulation h s  and 
dher mmds identifying the names of library irsers with specific materials io be 
conf~dential. 

2. Advise all h i  and library employees that such records shall not be made 
available to any agency of state, feded, or local govemme~l except pursuant to such 
procers, order, M subpoena as may be aurborid unck the kthority of, and pursuant 

- to, federal, state, or local Iaw relating to civil, criminal, or adminismtive discovery 
pmcedmes or legislative investigatory power. 

3. Resist the issuance or enforcement of such process. order, or subpoena until such 
time as a p r o p  showing of good came has teen made in a court of competent 
jurisdiction. - 

(Revised July 1 W) 



The Anrer im L i i  Association's - Task Face on Privacy and Confideniiality in the Ekctmnic Environment 
f n  
,, 1 . Find  Report, 7 Julg 2000 . 

At the American ,.Library Association Confeznu? in New Orleans in 1 W, ALA Council 
resolved that the Library and Mormarion Te~hwIogy Association be asked to examiDe 
the impact'of new technologies on pahn privacy and tbe confidentiality of electronic 
records- The Taskforce on Privacy and Confidentiality in tbe Electsonic Environment was 
fonned at th ALA Midwinter C o n f m  with brad participation fiom across ALA. 

The Task Force decided to fwm on identifying the apphmble &&dogies, desxiiing 
t h e  and their possible impacts. The gnnrp did not see policy development as part of the 
charge. Because the Assdation bas always taken a strong stand on patron privacy, and 
considering cbat there are already a nu* of pivacy picy statements promulgated by 
the Association. the Task Force k l k v e s  tbal reaffimation, reinforcement, and repelition 
of previous stands rnay be adequate. Additional information and policy clissemina tion 
efforts may help to communicate the Association's colocerns mm5 broadly. 

The report identifies the following areas where technology is having a particular impact 
on patron privacy and co~deotiality. 

l a w  and Legislation. 

~n r n t  states, jaw Protects ihe confidentiality li bmy'reca-ds to degree. 
G e n d l  y, lhese laws protect circulation and registration records containing personal 
names. Many also protect information on he 'use of library materials." Not all state Jaws 
are wtiuen in such a way that we can assume that Lhey potect the privacy of patrons 
using online m u r c e s .  

Library Systems 

h'braries need to be concerned a b u t  computer system secwity as part of their 
commitment to patron privacy. This m a s  that Iibraries must be able to pldect user 
records, both electronic and paper, from nnauthorizd access. User records have also 
expanded beyond the slandard lists of library d h o M e r s  and ckalatiun reconls as , 
libnrics begin to use electronic communication methods such as elecmnic mail for 
reference services. a d  as Lbey p v i d e  access to mmputer, web aod printing rise. 

Library systems must be able lo anthenticare users while keeping oses k iv i t ies  
confidential. Some institutions require a user logon for all computer access, @entially 
creating a record of dl online activity, even catalog browsing. Libraries that provide 
materials over web sites con&oW by tbe lim must delemine the appropriate use of 
any data describing user activity logged or gathered by Lhe Web server software. 



This is an area of great co~ccrn because h i e s  have limited influence over Lhe privacy 
$actices of World Wide Web sites oo the public ~ c e s s  Internet. The threats to patron 
privacy take &my forms, including: 

Usa  trackjog by remote &la 
llis is ameliorated by the fad the b i  computer comectiom are usualiy 
sku-& by many p a w  so &at it is unlikely that spbcific individuals. will be 
identified. However, data is being gatherd aod patrons need to be aware of that. 

.- users giving out personal iafonnatioa onhe 

. . UEas-may vohmtady reveal personal information to rake advantage of . 

pusonalizatiw features of web sites, to subscribe lo services, to participate in 
interactive commnnicatiom, and to  purchase items Mlline- 

or caches of user activity, io online form or as backups 
' Unla~sstepsaretakenbytbeli~,~bsequentus~ata~ibrarycomputermay 

be able to see some b-aces of activity of previous users. 

Screen view privacy 
Patrons have a reasonable right to access infomation privately while in the library. 
Compnter screens may be readily visible to other patrons. 

LiWes should infonn patrons of the potential for loss of privacy with In t&t use and 
enmurage safe Internet use practices. 

Library Support for Patron Privacy 

W e  libraries have ttistoricdy supported patrdn privacy, substantial anecdotal evidence 
suggests that our user community is not aware of this strong stance. And as libraries have 
moved into the internet world, providing extensive access to quality internet access 
through the l i w s  website or portal, few libraries have adopted the practice of 
commnnicating with its users thrwgb a link to the limy's policies on privacy from its 
web pages. 

Access to Remote Resources Provided by Library 

Libraries incmwingfy for information resources that are stored remoteIy and are 
under the control of a vendor. Care must be laken to include patron privacy measures in 
the license between the library and the vendor. Vendors may be reluctant to forego the 
gathering of marketing and nsage data, but libraries may need to insist on patron privacy 
measures. 

New f e a m  are being developed that allow users to personalize lhei use of remote 
information, to e-mail retfieved items to themdves, or to purchase items Like article 
reprints. These features necessarily link the activity to the individual user. and create a 
record of the use. Great care must be taken to provide confidentiality in this environment 



9 impIiatioris of mch nse wbere ?he libmy dog not have the naxssary control. 

;-Y 
1 Library Employee %vaq 

In addition to its obligafion to its users, libraries mnst be aware of employee privacy as 
well. Monitoring of employee acthities for "quality conml' may be an invasion of 
employee privacy if it is not made known as a policy. ks employees begin to use online 
wmmunicatim to in- witb patnms, tbe pamn's Wvacy is also at risk. The policies 
and practices of parent institntians may also-curm into play. The best course here is for 
libraries aod their parent institotiom to have a written poticy that says what privacy the 
employee and p a w  can r d s t i d y  expect, 

CONCLUSIONS 

The effort to protect pa tran privacy should be clearly supported by ALA policy. Access 
to EJecmnic Information, Sences, and Netwcxks: An Interpretation of the Library Bill 
of Righi  conbins strong statements on tbe goals of confidential use of library 
information resources and InteUectual M o m  in the current envitonment. ALA policy 
statements on the confidentiality of library records focus on circulation data. ALA may 
wish to revise these statements to include a wider range of data. Of F icd  ar concern is 
the pen asive gathering of "marketing infomtionN or trackjng online usage by third 
parties. 

I Libraries have some influence over tbe t e c W  products and services that are marketed 
primarily to Libmies (lib* a u t d o n  systems, some content vendors focused on 

I 

libraries). CarehUy written ikense agreements and coobacts ate important tools in 
insuring that patron privacy is protect4 by the probucts and services we buy. 

Iibrarigs should take a proactive role in communicating their privacy cotnmitrnent lo 
their user communities h u g h  policy statements on library websi tes as well as tlmugh 
dher traditional communication chanmIs. . 

Libraries must be especially diligent in all areas where they use and control technology- 
based i n f o d o n  systems. Because ljbraries have stronger user privacy concerns than 
many other institutions, our needs will often not be met by software as it is configured 
";out of the box." 

Libraries have an important role in educating the public abut privacy, esp5ally wbere 
the libraries provide access to tdmology. Public education and library poficies can 
empower users even in the open access Jntemet ALA should consider creatitlg model 
privacy policies, instructional materials, and privacy "best prictices" documents for 
libraries- 

Librarians, as individuals and through Cheir library associations, can influence public 
policy on privacy. State taws on the confidentiality of library records may need to bc 
extended to cover new technologies, or revised to be technology neukai. librarians can 
participate in the crealjon of standards and mew technologies that take privacy 

C 



cwsidaatjons iob account L i  c a i ~  advocate h e  importaace of privacy thxmgh ___,-- 

standards W e s  and ad hm p p s  that anow pub& participation and comment 

In reviewing the conclusions of the Task Force Study, three recowendhtions merge 
which we submit fw ALA Council review a d  possible action. These &: 

1 .  lhat j i b 4  revise its palicy s&mk related to Coafidentiality of Library 
R e a d s  (rev. 1986) and C o d o g  Confidentiality of Petsonally Identifiable 
Jnformation About Library U- (1 991) in order to specitidly and ampriately 
iocorpoi'ate internet privacy. 

2. That ALA develop model privacy polities, instructional materials, and privacy 
k t  practices" documents for libraries. 

3. That ALA urge that all libraries adopt aprivacy statement on web pages and post 
privacy policies in the h'brq which cover the issues of privacy in iotanet use as 
accessed through the libmiy's services. 



Library Bill of Rights 
The American Library Association affirms that alt libriries are forums for 
idonnation and ideas, and that the following basic policies should guide 
their services. 

I. Books and other l i b r q  resources should be provided for the 
jnterest, information, and enlightenment of all people of the 
community the library serves. Materials should not be 
excluded because of the origin, background, or views of 
those contributing to their creation. 

II. Libraries should provide materids and information 
presenting all points of view on current and historical issues. 
Materials should not be proscribed or removed because of 
partisan or doctrinal disapproval. 

ID. Libraries shodd challenge censorship in the fulfillment of 
their responsibility to provide information and 
enlightenment. 

IV. Libraries should cooperate with all persons and groups 
concerned with resisting abridgment of free expression and 
free access to ideas. 

V. A person's right to use a Library should not be denied or 
abridged because of origin, age, background, or views. 

VI. Libraries which make exhibit spaces and meeting rooms 
available to the public they serve should make such facilities 
available on an eqWable basis, regardless of the beliefs or 
afTiliations of individuals or groups requesting their use. 

Adopted June 18, 1948. 
Amended February 2, 3961, and January 23,1980, 

inclusion of "age" reaffmed January 23, 1996, 
by the A M  Council. 



Privacy 

An Interpretation of the Library Bill of Rights 

1 ntrodnction 

Privacy is essential to the exercise of fke speech, k e  thought, and free association. The 
courts have established a First Amendment right to receive information in a publicly 
W e d  libmy. ' Further, the cow& have upheld the right to privacy based on the Bill of 
Rights of tbe U.S. ~onst i tu t ion .~  Many states provide guarantees of privacy in their 
consti~ions and statute law. Numerous decisions in case law bave defined and 
extended rights to privacy.4 

In a library (physical or virtual), the right to privacy is the rigbt to open inquiry without 
having the subject of one's interest examined or ~ ~ ~ t h j z e d  by others. Confidentiality 
exists when a library is in possession of pmsonaHy identifiable information about users 
and keeps that information private on their behalf.' 

Protecting user privacy and confidentiality has long been an integral part of the mission 
of libraries. The ALA has affirmed a right to privacy since 1 9 3 9 . ~  Existing ALA policies 
affirm that confidentiality is crucial to f d o m  of inquiry. ' Rigbts to privacy and 
confidentiality also are implicit in the Library Bill of Righe " guarantee of free access to 
library resources for all users 

Rlgbts of Library Users 

The Library Bill of Rights af'iinns the ethical imperative to provide westricted access to 
information and to guard against impediments to open inquiry. hticle TV states: 
"Libraries should cooperate with all persons and groups concerned with resisting 
abridgement of free expression and free access to ideas." When users recognize or fear 
that their privacy or confidentiality is compromised, true freedom of inquiry no longer 
exists. 

In all areas of I ibrarianship, best practice leaves the w in control of as many choices as 
possible. These include decisions about the selection of, access to, and use of 
information. Lack of privacy and confidentiality has a chilling effect on users' choices. 
All users have a right to be Free From any llnreasomble intmsion into or surveillance of 
their lawful library use. 

Users have the right to be informed what policies and p r o c h s  govern the amount and 
retention of personally identifiable information, why that infomation is necessary for the 
library, a r d  what the user can do to maintain his or her privacy. Library users expect and 
in many places have a legal right to have their information protected and kept private and 
confidential by anyone with direct or indirect access to that information. In addition, 



e 
Article V of the Library Bill of Righh states: "A person's right to use a 11- should not 
be denied or abridged because of wigm, age, background, or views." This article 
precludes the use of profiling as a basis for any breach of privacy rigbts. Users have the 
right to use a library without any abridgement of privacy that may result from equating 
the subject of their inquiry with behaviorg 

Responsibilities in Libraries 

The libraryprofession has a longstanding commitment to an ethic of facilitating, not 
monitoring, access to information- This commitment is implemented locdly through 
development, adoption, and adherence to privacy policies tbat are consistent with 
applicabIe fderal, state, and local law. Everyone (paid or unpaid) who provides 
governance, adminisbation, or service in libsaries has a responsibility to maintain an 
environment respectful and protective of the privacy of all users. Users have the 
tesponsibiljty to respect each others' privacy. 

For administrative purposes, librarians may establish appropriate time, place, and manner 
restrictions on the use of library resou~ces.'~ In keeping with this principle, the collection 
of personally identifiable information should only be a matter of routine or policy when 
necessary for the fulfillment of the mission of the library. Regardless of the technology 
used, evelyone who collects or accesses personally identifiable infomation in any format 
has a legal and ethical obligation to protect confidentiality. 

i Conclusion 

The h e r i c a  n Library Association affms that rights of privacy are necessary for 
intellectual fieedom and are fundamental to the ethics and practice of librarianship. 

-- - 

' Court opinions establishing a tight to receive information in a public library include Board of Education. 
v. Pfco, 457 U.S. 853 (1 982); Kreimer v. Bureou Qf Police For The Town Of Morrirtown. 958 F.2d 1242 
(3d Cir. 1992); and Reno v. American Civil Liberties Union, 1 17 S.Ct 2329, 138 L.Ed2d 874 ( 1 997). 

See in particular the Fourtb Amendment's guarantee of '[tlhe right of the people to be secure in their 
persons, bouses, papers, and effects, against ~~.easonable searches and seizures," the FiAh Amenchnent's 
guarantee againA self-incrimination, and h e  Ninth Amendment's guarantee that "[t]he enumeration in the 
Constitution, of certain rights, shall not be constfued to d a y  or disparage others retained by the people." 
This right is explicil in Article Twelve of the Universal Declaration of Human Rigbts: "No one shaU be 
subjected to arbitrary interference with his privacy. family, home or correspondentc, nor to attacks upan 
his h o u r  and reputation. Evwyme has the right to the protection of the law against such inrerference or 
atlacks-" Sec: b?bYhvww.un.ota/Ovrrview/rinh&.h~l. This right has further k c n  explicitly codified as 
Arriclc Seventeen o f  the 'lnternatiwaf Covenant on Civil and Political Rigbts," a legally binding 
international human rights agreement ratified by the United Slates on June 8, 1992. See: 
ht~:l~www.unhchr-chihtm~/menu3h/a ccpr.btm 

Eleven state constitutions guarantee s right of privacy or bar unreasonable irlhsions into citizens' 
privacy. Forty-eight states protect the confidentiality of library users' records by law, and the attorneys 



, , 
general in the remaining two states have issued opinions recognizing the privacy of users' library records. 
See: bnp://www.ala.ordaiaor~oiUstate~rivac~~aws.h~~. 
4 Cases recognizing a rigbt to privacy bclndc: NAACP v. Alabama, 357 U.S. 449 (1 958); 
Grirwold v. Connecticut, 381 U.S. 479 (1 965); KO& v. United  slate^, 389 U.S. 347 (1 %7); and 
Stanley v. Georgia, 394 U.S. 557 (1 969). Congzess r e c w e d  h e  right to privacy in the Pn'wcy 
Act of1974 andAmendmenrs (5 USC Sec. 552a), which a d d r e w  &be potential for government's 
violation of privacy through its collection of pmonal infonnetion. The Privacy Act's 
'Congressional Findings d Statement of Pmpose" state in part: "the right b privacy is  a 
personal and fundamental right protected by the ConsLit~~tion of the United States." See: 

t t~ : l / caseIaw. lp . fmdIaw.cod~ts /~  seaf ib .p13t i tb5&~552a.  
'The phrase "Personally identifiable i n f o d o n u  was established in A m  policy in 1991. See: Policy 
Concerning Conjidentioli~ of Perronally Ident$able Infonnation ohm Library Usem 
(htt~:l/wwwala.orp/alaor~oiflwl user.htmI ). P e m d l y  identifiable information can include many lypes 
of library records, for instance: information that the h i  requires an individual to provide in order to be 
eligible to use h i  services or borrow materials, information that identifies an individual as baving 
requested or obtained specific materials or materials on a particoh subject, and information that is 
provided by an individual to assist a h i  staff member to answer a specific question or provide 
information on a particular subject. Personally identifiable information docs not include information that 
does not identify any iodjvidual and that is retained only for the purpose of studying or evaluating the use 
of a library and its materials and services. Personally identifiable information does include any data that can 
link choices of taste, interest, or research with a specific iodividual. 

Artide Eleven of the Code of Erhiofor Librurians(l939) asserted that "It is the librarian's obligation to 
treat as cod~dential any private information obtained Chrougb contact with library patrons." See: 
htt~~/www.daardalaordoiY1939code.httnl. Article Three of the current Code ( 1995) states: "We protect 
each ljbTary user's right to privacy aod confidentiality with respect to information sought or received and 
resources consulted, bornow ed, acquired, or transmitted." See: httD~hvww.ela.orelalao~oiYethics.html. ' See these ALA Policies: Access for Children ond Young People to Video faper and Other Nonprinl 
Formars @tt~~hww.ala.ordalaodoif/acc cbil.html); Free A c c u  10 Libraries for Minors 
f i ~ p : / ~ . a l a . o r p / a l a o r ~ o i f / f r e e  min. htd ) ;  Freedom to Reod 
~ t ~ ~ / w w w . a ~ o r d a ~ a ~ d o i Y f r e e r e a d ~ h ~ ;  Libraries: An American Yohe 
fitt~://www.ala.ore/alaor~/oifflh val.html); tbe newly revised LibrnryPrincipler for a Networked World 
fitt~l//www.ala.ordoiW~jr,iom.htrnl); Policy Concerning Confidcntiulify of Personally Idenh9able 
Informurion about Library Users (httn://www .ala.ore/alaorp/oii/poi user.htm1); Policy on  Conjidentiali~ 
0-Library Records (hn~:ltwww .a t a-ordalaor ~Ioifltml con f-hm; Suggested Procedures for Implementing 
Policy on the Confidentiality o/libroly Recorh ~~:llwww.ala.ordalaordoif/~~mx,1en.h~). 

Adopted Jllne 18,1948; amended February 2,1961, aod January 23, 1980; inclusion of "age" reaffirmed 
January 23, 19%. by the ALA Council. See: h ~ : / / w w w . a l a . o r h o r W f i e e d ~ . h t m ~ .  

Existing ALA Policy asserts, in part, that: "The government's interest in library use reflects a dangerous 
and fallacious equation of what a person reads with what tbat person believes or how that person is likely to 
behave. Such a presumption can and does threaten the freedom of access to information." Poliey 
( bnrerning Confidentiality of Personally Identr$uble Information about Librory Users 
~ I ~ : / / W W W . ~ . O J & ~ ~ ~ M ~ O ~ ~ ~ I  ~~tr.hbA) ' Sa: Guidelines for the Developmenf and Implementation ofPoliciu. Regulationr and Procedurex 

Afirfing Access to Librory ~oter iok. .  Services and Facilities @ ~ : / ~ . a l a . o r n / a l i o r p / o i f l w l  rep.htm1) 

Adopted June 19,2002, by the ALA Council. 



APPENDIX E 

IResolution opposing the USA PATRIOT Act and related Executive Orders] 

Resdution opposing the USA PATRIOT Act and related Executive Orders. / I  
5 

6 

7 

/I protection from unreasonable searches and seizures; due process and equal protedion to 
11 I I 

WHEREAS, the City of San Francisco houses a diverse population, incfuding citizens 

of other nations whose contriblrtions to the cmmunrty are vital to its character and function; 

8 

9 

I 0  

I! any person; equality before the law and the presumption of innocence; access to counsel in 
12 i I 

and 

WHEREAS, the United States Constitution guarantees all persons living in the United 

States fundamental rights including freedom of religion, speech, assembly and privacy; 

judicial proceedings; and a fair, speedy and public trial; and, 

WHEREAS, the USA PATRIOT Act signed by President George W. Bush on October 

26, 2001 has a number of provisions that contradict the above mentioned inalienable rights 1 
15 ! I/ and fundamentally alters the nature of our civil liberties while doing little to increase public 
16 1 

' i  safety; and. 
-1711 

WHEREAS. examples of the provisions of the USA PATRIOT Ad and Executive 

Orders that may violate the Constitution and the rights and civil liberties of San Francisco I 11 residents are as  follows: 
20 I 

II Significantly expands the government's ability to access sensitive medical, mental 
21 

health, financial and educational records about individuals, and lowers the burden 

of proof required to conduct secret searches and telephone and internet 

surveillance 

25 

I. 
I; ! 

1' "Supervisor~akeMcGoldrick" Sandoval, Daly, Peskin, Maxwell. Gonzalez 
[ BOARD OF SUPERV~SORS Page t ' 

' !I IU17RD02 ; 

! ! i--CQ-- 



Gives law enforcement expanded authortty to obtain library records, and prohibits 

librarians from informing patrons of monitoring or information requests I 
Gives the Attorney General and the Secretary of State the power to designate I 
domestic groups, including religious and political organizations as 'terrorist I 
organizatians' 

Grants power to the Attorney Generat to subject citizens of other nations to 

indef nite detention or deportation even.% they have not committed a crime 

Authorizes eavesdropping of confdential communications between attorneys and 

their clients in federal custody 

Urnits disclosure of public documents and records under the Freedom of 

Information Act; and 

WHEREAS, Department of Justice interpretations of this Act and these Executive 

Orders particularly target Muslims, persons of Middle Eastern and South Asian descent and 

citirens of other.nations, and thereby encouraging racial profiling by law enforcement and 

hate crimes by individuals in our community; now, therefore, be it 

RESOLVED, that the City of San' Francisco affirms its strong opposition to terrorism, 

but also affirms that any efforts to end terrorism not be waged at the expense of the 

fundamental civil rights and liberties of the people of San Francisco, the United States and 

other countries; and, be it 

FURTHER RESOLVED, that the City of San Francisco affirms the rights of all people, 

including United States citizens and citizens of other nations, living within the Clty in 

accordance with the Bill of Rights and the Fourteenth Amendment of the U.S. Constitution; 

and, be it 

FURTHER RESOLVED, that, to the extent legally possible, no City employee or 

department shall officially assist or voluntarity cooperate with investigations, interrogations, or 
I 
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arrest procedures, public or ctandestine, that are in viohtbn of individuals' civil rights or civil 

liberties as specified in the above Amendments of the United States Constitution; and be it 

FURTHER RESOLVED that the San Francisco Board of Supervisors calls upon all 

private citizens and organizations, including residents, employers, educators, and business 

owners, to demonstrate similar respect for chril rights and civil liberties, especialty but not 

limited to conditions of employment and cooperation with investigations; and be it 

FURTHER RESOLVED that the City and County of San Fwncisco call on our United 

States Representatives and Senators to monitor the implementation of the Act and Orders 

crted herein and actively work for the repeal of the Act and those Orders that violate 

fundamental rights and liberties as stated in the United States Consfitufion and its 
il 

I l i f  Amendments. 
i ! 12" 
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City and County of San Francisco 

Tails 

Resolution 

File Number. 022047 Date Passed: 

Resolution opposing the USA PATRIOT Act and related Execut'we Orders. 

January 13,2003 Board of Supervisors - C o r n  
Ayes: 1 l - Ammima, Dely, Durn, Gonzalez. Hall, Ma, Maxwell, McGoldrick, 
Newsom, Peskin. Sandoval 

January 21.2003 Board of Supervisors -ADOPTED 
Ayes: 9 - Ammiam, Daly, Dufty, G o d e z ,  Ma, Maxwell, McGoldrick, Peskin, 
Sandoval 
NOS: 1 - Hall 
Absent: 1 - Newsorn 



Frle No. 022047 

Date Approved 

I benby lhsl tbe roregdng R m l n h n  
wss A90- on January 21,20&3 by at 
Board d Sapwvkors of& City a d  County 
of Srm Fmodsea. 

Mayor Willie L. Brown Jr. 

Date: January 3 1 , 2003 

I hereby certrfy that the foregoing resolution, not being signed by the Mayor 
within the time limit as set forth in Section 3.103 of the Charter, became effective 
without his approval in accordance with the provision of said Section 3.103 of the 
Charter. 

File No. 
022047 

File No. 022047 
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'T 

c & O L V n o N  OF THE SAN FRANCISCO PUBLIC LJBRARY COMMISSION 

PROTEClWG LIBRARY USERS.RIGI(7S TO PWACY AND C O N P I D ~ L W Y  

WHEREAS, rhe San Francisco Public Library Commission is deeply concerned about h e  ramifmtiok 

of the unit& and Smngthening America by Providi~g Appropriate Tools Rapired lo Intercept and 

asbun ~errwism ~ c t  d ZOO] (USA patriot AM as it affects prilacy of  an ~rancisco ~obl i c  

I , ~ h a r y  users; aod 

WHEREAS, Sections 214 - 216 of tbe USA Patriot Act. give law mfortement agencies expanded 

authority lo: 

- Obtain libmy recwds 

- Secretly monitor all eIectronic communication, and 

r Prohibit libraries and librarians from informiog usen of such monitoring or infmation quests; and 

WHEREAS, the San Francisco Public Library Commission is strongly opposed to terrorism, we also  

affirm that efforts to'combat terrorism nead not violate civil ti&& guaranteed under the First and Fourth 

-,Amendments to the Cchtimtioa of the United States; and 

(A-FxEREAs, public libraries, and specdicdy thc San Rmeisco Public Libmy, champion intellectual 
* 

M o r n  and must guard library users' righls to privacy in the exercise of that fkedom, and must 

safeguard the c i v i l  liberties that have gone hand in hand with the San Francisco Public Library's role in 

the community; and 

WHEREAS, tbe American Library Association's ( AL-A ) Library Bill of Rights, aff-inned as poiicy by 

the San Francisco Library Commission in January 1998. asserts that: 

- L i e s  should challenge censorship in the fulfillment of their responsibility to provide infwmatioo; 

a n d .  

- Libraries should resist abridgement of hee expression and fire access to ideas; and 

- The "Sbadow of Fear" caused by government inbusion into library records breeds selfcensorship; and 

WHEREAS. the San Francisco Library Commission bonors the diversity of San Francisco's people, 

cherishes the richas Lhis divasity brings. and is offended by targdng or pmhling any ~ a r i i i l a r  racial, 

ethnic, cultrrral, pofitical, or religious p p  in government investigations; and . 

WElleTtEAS, i t  is the responsibility of public libmies and librarians, as guardians of the pubtc's 

freedom to read and right to a c e s  information, to contest emcroachments upon tho.% freedoms by 

P ividuals, groups, or the government; and 



San Francisco Public Library 

San Francisco Public Ubrary Privacy Policy 

S M  Procedures: 

1. Requests made to staff by  law enforcement for Library records ore fo 
be immediately referred to me Office of the City Ubrartan. 

2. Staff will post signs in any library faciiZty using RFtD inforrnlng the public 
mcrt RFID technology ts in use and fhe types of usoge. The sign will 
include a statement of protection of privacy and will explain how RFID 
works In the Hbrary, as well as the potential privacy rlsks related to RFID 
use In the library. 

3. Future View Your Record features wlll be Implemented only if those 
features comply wi3-1 cunent user controls (no adminishatlve access 
and user option to select and delete infomation). 

4. Requests made to staff by representatives of the federal government 
under the USA PATRIOT Act are to be irnrnedlately referred to the 
Office of the Clfy Librarian, who will refer the request to the Boord of 
Supervlsofs. 
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